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Effects of dynamic isolation for full virtualized RTOS and GPOS guests
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& ‘Weexamine and analyze howa RT0S VM and a GPOS WM imteract and influence each other.
= Weanalyze the explicit and mmplicit effects of dynamic isolation for vCPUs.

® The dynamic solation shows low scheduling delay of BTOS and high throughpot of GROS.

& AH af the proposed concepds are implemented om a full-8edyged hypervisor.
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Industrial systens currenty indude not only control processmg with realstime operating system
{RTOS) but 2lso imformation processing with generalspurpose operating system (GPOS ), Multicore-bassd
virtualization is an attractive opbon o provide consalidated environment when GPOS and BTOS are put
inservice an a single hardware platform. Researches an this techinology bave predominantly focused on
the schedulabidity of BTOS virtual machines {VMs] by completely dedicated physical-LCFUs (pCFUs} but
e rarely comsidened paralielism or the throaghput of the GPOS_ However, it is abso important that the
multicore=hased hypervisor adaptively selects pCPL assignment policy to efficienthy manage resources in
modern mdusirial sysiems. Inthis paper, we repart our stud y onithe effects of dynamic izalabion when two
mixed cribicality systems are workmg on one platform. Based an our imvestigation of matual interferences
between RTOS Vids and GPOS Whis, we found explicit e fecs of dynamic isolation by special events. While
maintaining low RT0S Vs scheduling latency, a hypervisor should manage pCPUs assigmment by events
driven and threshold-based strategies to improve the throughput of GPOS ¥Ms. Farthermore, we deal
with implicit negative effects of dynamic solation cansed by the symdironization mside a CPOS Y,
then propoze a process of urgent boostng with dymamic isplation. All our methods are implemented m
a real hypervisor, VB In experimental svaluation with benchmarks and an automotive digital chaster
application, we anetyzed that propossd dynamic isolatoon guarantess soft real=time operations for KTOS
tasks while improving the throughput of CPOS tasks on a virtualized multicore system.

© 2076 Elsevier B.Y. All rights reserved.

L Introduction

quality and service. This trend has also increased the number and
volume of electronic units, as well as thelr power requirements.

Electionici and Tebstomsanications
Rgdareh Instuls

Traditional industrial computers consist of control processing
software for simple missions. In recent years, industrial systems
[eg., consumer electronics, automobile, aeronautic sectors, smart
phone, factory awtomation and grid computing] have been
launched with more powerful devices, o interface to mose
networks and sensing devices. Moreover, a larger variety of
application software is now required, with different levels of

Thus, the job of software now Indudes not only hardware
control but also information processing for sensing devices. In
general, real-time operaring systems (ETOS) are used as control
processing software, since s rasks are mostly tme-crtical,
whereas |nformathen processing software can be wrimen on
top of general purpose operating systems (GPOS) to maximize
throughput Those systems can be consolkdared inte 3 singbe
gystem by multicore hardware and virtualization technbques_Same
research can be found in indusirial domains that require RTOS
and GPOS applications to be simultaneously executed on a singhe
mulncose-based virmualized plarform | 1,2 | As illuscrated in Fig. 1,
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